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Graduate Certificate in Know Your Customer and Anti-Money Laundering Compliance

Risk Management In Financial Institutions

Account Aggregator — a regulated entity that consolidates financial data from multiple providers. Data
sharing, consent management. Enables institutions to assess customer risk across accounts; challenge lies in
ensuring data security and regulatory compliance.

Activity Monitoring — continuous observation of transactions and user behavior. Surveillance, anomaly
detection. Detects suspicious patterns such as rapid fund movement; practical use in real-time alerts, but
high false-positive rates can strain resources.

Adverse Media Screening — checking client names against negative news sources. Reputation risk, watch-list.
Example: identifying a politically exposed person (PEP) mentioned in a corruption story; challenge is
language coverage and timely updates.

Aggregation Risk — risk arising from consolidating data across systems. Data integrity, systemic risk.
Institutions may lose view of individual transaction nuances; mitigation requires robust data governance.

Anti-Bribery and Corruption (ABC) — policies preventing illicit payments. Compliance program, due
diligence. Example: vetting a third-party distributor for kick-backs; challenges include cultural differences
and hidden facilitation.

Anti-Money Laundering (AML) — framework to detect and prevent money laundering. KYC, transaction
monitoring. Core components include customer risk assessment, reporting suspicious activity, and
record-keeping; difficulty lies in evolving typologies.

Application Programming Interface (API) Integration — linking external services to internal systems. Data
feeds, fintech collaboration. Enables automated sanctions checks; risk includes unsecured endpoints and
version incompatibility.

Asset-Based Risk Assessment — evaluating exposure based on asset types held. Liquidity risk, concentration
risk. Example: high-value real estate holdings may attract laundering; requires periodic re-valuation and
stress testing.

Audit Trail — chronological record of actions performed on data. Forensic analysis, regulatory audit. Provides
evidence of compliance steps; must be immutable, yet storage costs can be substantial.

Automated Risk Scoring — algorithmic assignment of risk grades. Machine learning, rule-based engine. Uses
variables like transaction volume, geography, and product type; challenge is model bias and explainability.

Bank Secrecy Act (BSA) — U.S. legislation requiring financial institutions to report certain transactions.
Currency Transaction Report (CTR), Suspicious Activity Report (SAR). Sets thresholds for cash deposits;
compliance burden increases with transaction volume.
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Beneficial Owner Identification — determining individuals who ultimately own or control an entity.
Ownership structure, transparency. Example: uncovering hidden shareholders in a shell company; difficulty
arises from complex corporate layers.

Behavioral Analytics — statistical analysis of client actions to detect anomalies. Pattern recognition, risk
profiling. Helps spot “smurfing” where many small deposits evade thresholds; requires large data sets and
skilled analysts.

Blacklist Screening — matching client data against prohibited lists. Sanctions, watch-list. Example: flagging a
transaction to a country under UN embargo; challenge is ensuring list accuracy and avoiding over-blocking.

Business Continuity Planning (BCP) — preparing for operational disruptions. Disaster recovery, resilience.
Includes backup of AML monitoring systems; testing BCP is costly and may reveal hidden dependencies.

Capital Adequacy Ratio (CAR) — measure of a bank'’s capital relative to risk-weighted assets. Basel Ill,
regulatory capital. Helps ensure institutions can absorb losses; low CAR may limit lending capacity.

Case Management System — software for tracking investigations. Workflow, escalation. Allows analysts to
document SAR filing steps; integration with legacy systems can be problematic.

Cash Transaction Threshold — statutory limit triggering reporting. CTR, BSA. In many jurisdictions, cash
deposits over $10,000 must be reported; high-frequency low-value deposits may evade detection, requiring
aggregate monitoring.

Chargeback Risk - risk of reversed payments due to fraud. Card-not-present fraud, dispute resolution.
Merchants must monitor chargeback ratios; excessive chargebacks can lead to fines and reputational
damage.

Compliance Culture — organizational attitude toward regulatory adherence. Tone-at-the-top, ethics. Strong
culture encourages proactive risk identification; building it may clash with profit-driven incentives.

Confidentiality Obligation — duty to protect client information. Data privacy, GDPR. AML officers must
balance reporting duties with privacy laws; breach can incur heavy penalties.

Continuous Due Diligence — ongoing assessment of client risk. Periodic review, risk refresh. Example:
re-screening a corporate client after a merger; resource-intensive but essential for dynamic risk
environments.

Counter-Terrorist Financing (CTF) — measures to prevent funds for terrorism. Sanctions, risk indicators.
Includes monitoring for unusual charitable donations; challenges include distinguishing legitimate
philanthropy from illicit financing.

Cross-Border Transaction Monitoring — oversight of international fund flows. Correspondent banking,
jurisdictional risk. Example: detecting spikes in transfers to high-risk countries; requires multi-currency
support and local regulatory knowledge.

Customer Risk Rating (CRR) — classification of a client's risk level. Low, medium, high risk. Determined by
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factors such as geography, product usage, and adverse media; rating must be reviewed regularly.

Data Encryption at Rest — securing stored data with cryptographic methods. Key management, compliance.
Protects sensitive KYC records; key rotation policies add operational complexity.

Data Minimization — collecting only necessary information. Privacy by design, GDPR. Reduces exposure in
case of breach; may limit depth of risk analysis.

De-Risking — withdrawing services from high-risk clients. Exit strategy, reputational risk. Banks may close
accounts of entities in sanctioned jurisdictions; can lead to “financial exclusion” criticisms.

Denial-of-Service (DoS) Attack Mitigation — protecting AML platforms from overload. Cybersecurity, service
availability. Critical for maintaining real-time monitoring; mitigation tools can be costly.

Detection Threshold — predefined level that triggers alerts. Rule engine, risk scoring. Setting thresholds too
low generates noise; too high may miss illicit activity.

Digital Identity Verification — confirming a person'’s identity using electronic means. Biometrics, e-KYC.
Example: facial recognition to validate passport; technology variance across jurisdictions poses challenges.

Directorship Screening — checking individuals who serve on boards. PEP, sanctions. Directors may be subject
to restrictions even if the entity is low-risk; maintaining up-to-date director lists is labor-intensive.

Disbursement Risk — risk associated with outgoing payments. Beneficiary verification, fraud. Example: large
payroll transfers to new vendors; requires dual-control approvals.

Documentary Evidence Retention — storing original KYC documents. Record-keeping, audit. Regulations
often mandate 5-year retention; secure storage and retrieval systems are essential.

Duplicate Record Management — handling multiple entries for the same client. Data quality, master data
management. Duplicate records can cause inconsistent risk assessments; deduplication algorithms must
balance accuracy and speed.

Economic Sanctions — prohibitions on trade with certain entities. OFAC, UN sanctions. Violations can result
in hefty fines; institutions need automated screening to keep pace with frequent updates.

Enhanced Due Diligence (EDD) — deeper investigation for high-risk clients. Source of wealth, political
exposure. Example: verifying the legitimacy of a billionaire’s wealth; EDD is resource-heavy and may delay
onboarding.

Entity Resolution — process of linking records that refer to the same entity. Identity matching, fuzzy logic.
Crucial for aggregating risk data across subsidiaries; errors can lead to missed alerts.

Escalation Protocol — defined steps for handling high-severity alerts. Incident response, senior approval.
Ensures timely SAR filing; unclear protocols can cause delays and compliance breaches.

External Audit — independent review of AML controls. Regulatory inspection, gap analysis. Provides
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assurance but may uncover systemic weaknesses requiring costly remediation.

Financial Action Task Force (FATF) — inter-governmental body setting AML standards. Recommendations,
mutual evaluations. Non-compliance can lead to “high-risk jurisdiction” designation; institutions must align
policies accordingly.

Financial Crime Risk Appetite — level of risk an institution is willing to accept. Risk tolerance, governance.
Determines the strictness of monitoring parameters; misaligned appetite can expose the firm to penalties.

Fit-and-Proper Assessment — evaluation of individuals’ suitability for key roles. Board vetting, regulatory
approval. Includes checks for past misconduct; finding disqualifying issues can delay appointments.

Fraudulent Transaction Patterns — typical behaviors indicating fraud. Synthetic identity, account takeover.
Recognizing these patterns aids early detection; evolving tactics demand continuous model updates.

Full-Scope Risk Assessment — comprehensive evaluation covering all risk types. Credit, market, operational,
AML. Provides holistic view but requires cross-department collaboration and significant data collection.

Geographic Risk Scoring — assigning risk based on location. Country risk index, jurisdictional rating.
High-risk jurisdictions increase client rating; political changes can rapidly alter scores.

Global Interbank Messaging System (SWIFT) Monitoring — oversight of SWIFT messages for suspicious
activity. MT103, AML filters. Enables detection of covert fund transfers; encryption can limit visibility.

High-Risk Customer (HRC) — client with elevated risk factors. PEP, offshore entity. Requires ongoing
monitoring and possibly senior sign-off; resource allocation must be justified.

Identity Theft Mitigation — measures to prevent misuse of stolen identities. Document verification, fraud
alerts. Example: cross-checking passport numbers against known compromised lists; false positives can
inconvenience legitimate customers.

Incident Management System — platform for logging security or compliance events. Ticketing, root cause
analysis. Facilitates tracking of SAR filing delays; integration with other risk tools can be complex.

Inherent Risk — baseline risk before controls are applied. Risk matrix, exposure. Used to prioritize resources;
over-estimation may waste effort, under-estimation leads to gaps.

International Money Transfer Services (IMTS) — platforms facilitating cross-border payments. Remittance,
compliance. Often attract money-laundering scrutiny due to high volume and speed; must implement
robust monitoring.

Joint Account Risk — risk arising from multiple owners sharing an account. Beneficial ownership, co-applicant
screening. One owner's illicit activity can affect the other; requires joint due diligence.

KYC (Know Your Customer) — process of verifying client identity and assessing risk. Customer onboarding,
AML. Core elements include ID verification, source-of-funds analysis; challenges include balancing speed
with thoroughness.
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Liquidity Risk — risk that a firm cannot meet short-term obligations. Cash flow, stress testing. Poor AML
controls can freeze assets, exacerbating liquidity strain.

Machine Learning (ML) Models — algorithms that learn from data to predict risk. Supervised learning,
anomaly detection. Can improve detection of novel laundering schemes; lack of transparency may hinder
regulator acceptance.

Mass Screening — bulk processing of client lists against sanctions. Batch checks, data pipelines. Essential for
large institutions; processing time and false-positive management are key concerns.

Materiality Threshold — level at which a transaction becomes reportable. Regulatory limit, SAR filing.
Determined by jurisdiction; thresholds differ for cash, securities, and virtual assets.

Money Laundering Reporting Officer (MLRO) — senior individual responsible for AML compliance. Policy
oversight, SAR approval. Must stay abreast of regulatory changes; over-burdened MLROs may miss critical
alerts.

Multinational Risk Coordination — aligning AML policies across subsidiaries. Group governance, central
monitoring. Facilitates consistent standards but must respect local legal nuances.

Negative News Database — repository of adverse media articles. Screening, risk enrichment. Enables rapid
identification of reputational issues; coverage gaps in emerging markets can be problematic.

Operational Risk — risk of loss from failed internal processes. Systems failure, human error. AML system
downtime can delay detection; robust business continuity planning mitigates this.

Out-of-Scope Transaction — activity not covered by AML policies. Low value, non-financial, internal transfers.
Defining scope prevents unnecessary alerts but may create blind spots.

PEP (Politically Exposed Person) — individual with prominent public function. Enhanced due diligence,
sanctions. Requires additional scrutiny due to corruption risk; identifying familial connections is often
difficult.

Performance Metrics — quantitative measures of AML effectiveness. Alert conversion rate, false-positive
ratio. Used by senior management to allocate resources; metrics must be balanced to avoid perverse
incentives.

Periodic Review Cycle — scheduled reassessment of client risk. Annual refresh, trigger-based update. Ensures
that changes in client behavior are captured; too-infrequent reviews increase exposure.

Phishing Attack Response — protocol for handling credential-theft attempts. Incident response, user
education. Compromised employee accounts can be used for fraudulent transfers; rapid containment is
essential.

Physical Access Controls — safeguards for on-site systems. Badge readers, CCTV. Prevents unauthorized
manipulation of AML software; implementation costs can be high for large campuses.
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Policy Exception Management — handling deviations from standard procedures. Waivers, risk justification.
Allows flexibility for legitimate business needs while preserving auditability; must be tightly documented.

Political Sanctions — restrictions imposed due to geopolitical actions. Trade embargo, asset freeze.
Institutions must block transactions with sanctioned parties; rapid policy updates are required after
diplomatic shifts.

Post-Transaction Monitoring — review of completed transactions for compliance. Retro-active analysis, SAR
filing. Helps catch missed alerts; resource-intensive as it often requires manual review.

Predictive Analytics — forecasting future risk based on historical data. Trend analysis, risk modeling. Can
anticipate emerging laundering techniques; model drift necessitates frequent recalibration.

Privacy Impact Assessment (PIA) — evaluation of data-processing effects on privacy. GDPR, data protection.
Conducted when new AML tools collect additional personal data; balancing compliance and privacy is
challenging.

Regulatory Change Management — systematic handling of new rules. Impact analysis, policy update. Ensures
timely adoption of FATF recommendations; requires cross-functional coordination.

Remote Onboarding — KYC procedures performed digitally without face-to-face interaction. e-ID
verification, video KYC. Increases customer convenience; raises concerns over identity fraud and document
authenticity.

Risk Appetite Statement — formal declaration of acceptable risk levels. Board approval, governance. Guides
the design of AML controls; must be reviewed regularly to reflect market conditions.

Risk Indicator Dashboard — visual display of key risk metrics. Heat maps, trend lines. Enables executives to
spot spikes in high-risk activity; data latency can reduce effectiveness.

Risk Mitigation Plan — strategy to reduce identified risks. Control implementation, monitoring. Includes
steps like tightening thresholds or adding manual reviews; must be tracked for completion.

Risk Register — consolidated list of identified risks with assessments. Likelihood, impact. Central repository
for AML, operational, and compliance risks; keeping it current is an ongoing effort.

Sanctions List Management — process of maintaining up-to-date watch-lists. OFAC, EU, UN. Automated
feeds reduce manual updates; however, data quality issues can cause false positives.

Sector-Specific Risk Profiling — tailoring risk assessments to industry characteristics. Real estate, gaming,
crypto. Different sectors have distinct laundering vulnerabilities; models must reflect these nuances.

Security Token Offering (STO) AML — compliance for tokenized securities. Virtual asset, KYC. Requires
verification of investor eligibility and monitoring of token transfers; regulatory ambiguity can hinder
implementation.

Self-Assessment Questionnaire (SAQ) — tool for internal compliance checks. Control testing, gap analysis.
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Used by business units to confirm AML adherence; questionnaire design must avoid ambiguity.

Service Level Agreement (SLA) Monitoring — tracking performance commitments with vendors. Third-party
risk, compliance outsourcing. SLA breaches in AML service delivery can expose the institution to fines;
requires diligent oversight.

Shared Services Model - centralized AML function serving multiple business lines. Economies of scale,
governance. Improves consistency but may reduce local market expertise.

Single Customer View (SCV) — unified profile aggregating all client data. Data integration, master data.
Enhances risk assessment accuracy; achieving true SCV is technically complex.

Social Engineering Defense — measures against manipulation attacks. Training, phishing simulations.
Prevents attackers from gaining access to AML systems; human error remains the weakest link.

Source-of-Funds (SOF) Verification — confirming the origin of money used in transactions. Wealth
statements, bank extracts. Critical for high-value transfers; documentation may be unavailable in certain
jurisdictions.

Specialist Screening — focused checks on niche risk categories. Charity, non-profit, NGOs. Non-profits can
be abused for terrorist financing; specialized databases are needed.

Statutory Reporting Deadline — legal timeframe for filing compliance reports. SAR, CTR, FATCA. Missing
deadlines can result in punitive fines; automated scheduling helps compliance.

Strategic Risk Assessment — evaluation of long-term threats to business objectives. Regulatory landscape,
market trends. Guides investment in AML technology; requires senior-level engagement.

Stakeholder Communication Plan — approach for informing internal and external parties. Regulators, board,
customers. Transparent reporting builds trust; miscommunication can lead to reputational harm.

Stress Testing Scenarios — simulated adverse conditions to assess resilience. Liquidity crunch, cyber-attack.
AML systems are tested for capacity under surge; unrealistic scenarios may mislead.

Suspicious Activity Report (SAR) — mandatory filing describing potential illicit activity. Regulatory filing,
confidentiality. Must include detailed narrative and supporting documents; failure to file timely can incur
severe penalties.

Technology Risk Assessment — analysis of IT vulnerabilities affecting AML. System uptime, data integrity.
Identifies gaps like outdated software; remediation may require significant investment.

Third-Party Due Diligence — vetting external service providers. Vendor risk, AML compliance. Includes
assessing subcontractors for AML controls; indirect exposure can arise from weak partners.

Threshold Exception Management — handling transactions that exceed normal limits but are legitimate.
Manual approval, audit trail. Prevents unnecessary alerts while maintaining oversight; must be documented
to satisfy regulators.
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Transaction Aggregation Rule — combining multiple small transactions for monitoring. Structuring detection,
cumulative limits. Detects “smurfing” attempts; setting appropriate aggregation windows is critical.

Transaction Monitoring System (TMS) — software that evaluates transaction flows for risk. Rules engine,
alerts. Core of AML operations; must balance detection capability with manageable alert volume.

Transfer Pricing Risk — risk from intra-group pricing influencing money flows. Tax compliance, AML.
Mispriced transfers can mask illicit movement; requires coordination with tax teams.

Undertaking Risk Assessment — evaluation of risks associated with specific projects. New product launch,
system upgrade. Identifies AML implications before implementation; often overlooked in fast-track
initiatives.

Unstructured Data Analysis — processing of non-tabular information (e.g., emails). Text mining, NLP. Can
uncover hidden intent in communications; requires advanced analytics capabilities.

Usability Testing for AML Interfaces — assessing user experience of compliance tools. Analyst efficiency, error
reduction. Improves accuracy of data entry; poor design can increase manual errors.

Virtual Asset Service Provider (VASP) AML — compliance for crypto exchanges and wallets. Blockchain
analytics, KYC. Requires monitoring of wallet addresses and transaction graphs; regulatory frameworks vary
widely.

Vulnerability Scanning — automated detection of system weaknesses. Penetration testing, patch
management. Regular scans protect AML platforms from exploitation; false positives must be filtered.

Watch-List Tiering — categorizing alerts based on watch-list severity. High-risk sanctions, low-risk media.
Prioritizes investigation resources; tier definitions must be reviewed regularly.

Workflow Automation — using software to route and process AML tasks. Case assignment, SLA tracking.
Reduces manual effort and speeds SAR filing; integration with legacy systems can be challenging.

Zero-Tolerance Policy — strict stance against any compliance breach. Disciplinary action, cultural
reinforcement. Sends clear message to staff but may discourage reporting of near-misses if perceived as
punitive.
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